Personal Computer Primer for the Terminally Disinterested

It used to be one had to be a semi-Geek to operate a peecee (early ‘80s).

Then for a time, things got simpler…to connect online, one dialed in (with a 300 baud modem) to a bulletin board (or several).  But then the Internet arose.  To use it, all that was necessary was a browser (first Mosaic, then Netscape – remember those?)  300 baud is approximately 1200X slower than today’s dialup!

Now, the Internet has become ubiquitous, and with its nearly unlimited arrays of access, comes the reverse – unlimited arrays of access…

In addition, emulsion photography (“film”) has been just about totally displaced by digital.  Then, for Real History Buffs:  When’s the last time you used a typewriter and carbon paper?  Does anyone remember the mimeograph machine?

We now live in the Digital Age.  Things that before were archived on paper are now absorbed into the 1’s and 0’s of hard drives, CDs and DVDs, and other media.

In 1988, I bought the our company’s first PC (then called an “IBM Clone”) built by Mitsubishi, sporting a 286/8 (Intel 286 processor with a clock of 8 MHz), and an huge 40 Mb hard drive with the stunning access time of 28 Ms, with 640 Kb of memory, a monochrome 14” (green) monitor running MSDOS v3.1.   Do these numbers mean anything to you?  Most likely not, and it shouldn’t be a source of consternation, because contemporary computers are reliable, fast, and run well “out-of-the-box”.  And they’re a better value than that first $2,800 box.

For $1,000, one can buy a desktop computer running 500 times faster, with 1,200X the memory, 50,000X the storage capacity, and other features like a 19” color monitor.

As my little insurance agency grew, it took me 20 hours to configure the network (Token Ring) to link 4 computers – and I knew what I was doing.  Today, it’s a five minute job per PC. 

We ran backups daily on 3.5” floppy disks (1.44 MB; by then we had graduated from dependence on 5.25” floppies) by manually copying files.  Today, it’s automatic.

This droning preamble is to focus on today’s issue, which is that we’re now totally dependent on our PCs for personal records, irreplaceable photos, and vital records, and it’s far simpler to to what needs to be done than 20 years ago.

“The Fool sayeth, ‘Put not all thine eggs in one basket.’  The Wise Man sayeth ‘Put all thine eggs in one basket…then guard that basket.’” – Puddinhead Wilson, - Mark Twain

However, only a small minority of people actually guard their baskets.

That’s the purpose of this article, to encourage folks to guard their baskets.

Actually, the “guarding of baskets” comes down to three simple concepts:

1. Defense

2. Redundancy/Backup

3. Routine maintenance

Fortunately, most of these can be accomplished with minimal cash outlay.

“Defense” relates to the susceptibility of the PC to outside attacks via the internet, not only from sinister hackers, bent on stealing personal information like credit card numbers, but also legitimate companies focused on tracking one’s internet surfing habits (as well as more nefarious aims).

The first line of defense is a robust firewall.   Firewalls accomplish two objectives.  First, they make the computer “disappear” from the internet; if a hacker can’t see it, it can’t be hacked.  The second is to alert the user to intrusions occasioned by simple access to a website – which in the worst case has itself been hacked, and in lesser cases, wants to take advantage of your visit.

So, the seasoned Internet Warrior takes advantage of the worth of firewalls, which are of two kinds:

1. Hardware

2. Software

If one has  dialup service, not much is available (but the Internet Service Provider (ISP) should be queried about it anyway.  DSL/Tx /Cable (all of which are “broadband”) services use an ISP-supplied modem, and virtually all have a hardware firewall built-in – but default is usually “off”.

One should not only activate the broadband modem’s hardware firewall, but more importantly, should secure the modem from hacking. 
Most modems have their internal features accessed by a web browser (like Internet Explorer).  All that’s needed to get into the modem’s innards is the user name (default is usually “user”) and a password (usually the clever, “password”).

First order of business is to change these.  Once done, activate the hardware firewall.

With that accomplished, a software firewall is in order.  Unlike the hardware firewall, software firewalls reside on the computer, and provide control over access.  This means any external access to one’s computer is suspended and the attempted access reported for a decision to accept or decline.  The hardware firewall can stymie hacking while the computer is on, the software firewall will not only stop intrusions, but most offer other security features when actively using the internet.

Two of my favorites are:

1. http://download.cnet.com/ZoneAlarm/3000-10435_4-10039884.html Zone Alarm

2. http://www.majorgeeks.com/Filseclab_Personal_Firewall_Professional_Edition_d5184.html
The former is the premiere software firewall; the Filseclab firewall is stingy on the use of resources, and will even run on Windows 95.

But defense, unfortunately, isn’t complete with just a firewall.  Many websites install malware (a contraction of “malicious software”).  Most of this is harmless, but is, nevertheless an invasion of privacy and a self-serving intrusion, and is occasionally classified as “spyware”.  Malware/Spyware can be dangerous or simply an insertion of a website’s tracking software to see where a surfer goes.  In any event, it’s an invasion, and should be dealt with.  “Malware” is that which can cause harm to the computer; “spyware” is that which tracks the users’ activities.

So, malware removal tools are essential.  I use:

1. http://www.lavasoft.com/products/ad_aware_free.php Ad-Aware

2. http://www.safer-networking.org/en/mirrors/index.html SpyBot Search and Destroy

The former is the leading spyware removal tool; SpyBot S&D finds things that Ad-Aware doesn’t, and incorporates the useful tool, Tea Timer, which alerts the user to attempts to change things on his computer.

The next line of defense is focused on “spam”, which is unwanted email, much of which contains links to malicious websites, disguised with innocuous links.

The Rule is, “NEVER” open a link imbedded in an email.”  Anyway, http://www.firetrust.com/en/download/mailwasher-pro Mailwasher Pro is worth the modest cost.  This allows one to view email before downloading, and to categorize senders as “Blacklisted”.  Blacklisted senders’ email still appears, but the option to bounce remains.

Finally, a reliable anti-virus program protects your peecee from incoming virii and also should screen your outgoing email for the same.

My favorite (after trying many) is http://www.avast.com/eng/avast_4_home.html  Avast!  Next would be http://free-antivirus-now.com/avg/index.asp?aff=104&camp=gg_avg_za&se=google AVG.

Panda is good, but costs and is a pain to renew.  McAfee and Norton (Symantec) have had their own vulnerabilities.  

“Redundancy/Backup” relates to ensuring that a mechanical failure, power outage, or software glitch does minimal (preferably NO) damage to the user’s data.

“Redundancy” means equipping the computer with hardware to cope with the failure of storage, i.e., the loss of a hard drive (HDD – Hard Disk Drive).  Many contemporary motherboards have built-in the facility for RAID (Redundant Array of Independent Drives).

The most common are:

RAID 0

RAID 1

RAID 5

RAID 0 is worse than a single HDD; data is streamed across 2 (typically) drives; if one fails, all is lost.  The advantages are speed – latency (the time it takes a drive to start to transfer data to memory) and transfer rate (the speed at which the transfer occurs) is reduced over a single drive.  A second advantage is that the storage available is the sum of the two drives.  Two 500GB drives provide 1,000 GB (1 TB – 1 terabyte) of storage

However, with two drives acting as one, the chance of failure is doubled.

RAID 1 is the most economical arrangement providing redundancy.  With RAID 1, both drives “mirror” each other; if one drive fails, the other maintains the data, and the computer can operate normally.  After replacement of a defective drive, the built-in facility will bring the new drive into exact mirror.  Two 500 GB drives equal 500GB storage.

RAID 5 combines the benefits of both the RAID 0 and RAID 1 configurations, but is more expensive, requiring three (or more drives).  In this config, three 500 GB HDDs provide 1,000 GB space, but if one fails, the system trucks on.  Spare drives can be connected, and the system will automatically incorporate the spare into the system, with no loss of data preservation.  I have RAID 5 with a spare; if one drive fails, the spare is engaged, but I can still run on the two  if I have to..

“Backup” consists of two pretty much unrelated elements, “power” and “data”.

“Power” is the more simple; it just requires the installation of an “Uninterrupable Power Supply”  (UPS).  Better UPSs incorporate “line conditioning”, smoothing out spikes and irregularities in the electric company’s supply.  If a power outage occurs, the UPS will power the computer long enough to save data and shut it down.  Most come with software that does these automatically.

“Data” requires an expenditure, but is probably the most critical effort a user can employ.

While redundancy solves one problem, it doesn’t solve another.  If files somehow get corrupted, any RAID will faithfully reproduce it on all the drives.  This is why backup is so important.

Backup can be handled in several ways.  The first thing to note is that there are many freeware programs that will automate the process – but the user has to select and set up the folders and files to be backed up.  It isn’t necessary to backup everything, only user data.  By this is meant, there is no sense in backing up program files – you have them on a CD or DVD somewhere, but all data does need backup.

Data could be photos, Word documents, emails, address lists, recipes, and so forth.

Backup media (media meaning the place backups are stored) is becoming quite cheap:

1. External HDDs:  I bought a 1 TB (1,000 GB) USB (external) HDD for $120.  This computer gets its critical data backed up daily on that.  This option is the most convenient.

2. CDs/DVDs:  Most peecees have a CD or DVD writer, and data can be backed up on those.  The disadvantage is that data bloat may mean the backup has to extend over several disks.  CDs can handle about 750 MB, DVDs, about 4X as much.

3. “Thumb Drives”:  These are tiny little solid-state (meaning only electronic witchcraft) “drives”; they are very robust and contain no moving parts.  While prices are constantly declining, capacities of these are still small (typically 8-16 GB); most plug into a USB port, and require no drivers. .

4. Networked Computers:  Often overlooked, a computer on your own network can be host to backups. 

5. Partitioning HDDs:  I NEVER build a PC with only a C: drive.  One hard drive can be partitioned into several logical (apparent) drives.  The computer sees those partitions as additional drives.   This means if one partition gets hosed due to a software glitch, the remaining should be OK – but a drive failure loses all the logical drives on that HDD.  In the last fifteen years, all my own PCs have C: through G:.  A note – partitioning provides no additional storage space; it merely divvies it up among all the drives.  A sad note:  When a PC is operating strangely, the tech on the phone will frequently suggest the only solution is to “Reformat the drive and reinstall the operating system”.  Rarely does this need to be done, but if it does, partitioning requires only data on the C: drive partition will be lost – and important data can be copied over to other partitions

“Routine Maintenance”

No more than you would neglect periodic oil changes in your vehicles, should you overlook maintenance on your computer.

Among the “routine maintenance” items are the periodic running of software such as Ad-Aware and Spybot Search and Destroy, and a virus scan, but also utilities such as System Mechanic (v8 available at Wal-Mart for ~$22 for two PCs).  System Mechanic will correct a multitude of errors).

System Mechanic utilities to be run include:

1. Registry cleaning routines:  (Clean out duplicate and stale entries in the Windows Registry)

2. Defragmentation (defrag) routines:  (Reorganizes files on the HDDs so they are compacted into a contiguous space)

3. Junk file routines:  (Clean up orphan shortcuts, temporary Internet files, etc.)

4. Defrag the Registry:  (Like files on the HDDs, the Registry can end up scattered on the HDD;  System Mechanic has a reliable and efficient routine to defrag and compact the Registry)

System Mechanic can handle all of these.  I’ve used SM since v1.0, and it’s NEVER caused a problem, and has solved multitudes.  Highly recommended.

“A FINAL NOTE”

Keep ALL the documentation and disks that come with your PC and any additional things that get installed.

Glossary:

-BIOS – Basic Input Output System

-Burner – A DVD or CD (a/k/a “optical”) drive that can write data to a CD or DVD; DVD drives can write to both (and read both)

-CD-RW or DVD-RW – A drive which can write to a rewritable CD or DVD

-FDD – Floppy Disk Drive

-Formatting – Preparing a drive to accept data; optical drives do it “on the fly”, except when a CD- or DVD-RW is used.  There are two Windows formats in use:  FAT32 (File Allocation Table, 32 bit) and NTFS (New Technology File System).  Windows 98 can access only FAT32.  Win XP and Vista can use either.  NTFS is preferred because it has built-in error-correcting features.  BTW, a FAT is essentially the index of data on the drive 

-HDD – Hard Disk Drive

-OS – Operating System, such as Linux, OS-X (Macs), and Windows

-Virus – A program that can infect a computer; to simplify, this term is used also to apply to Trojan Horses and Worms, both of which are actually different.  All three have no redeeming virtue, as the aim is to damage, destroy, or take over a peecee, or to obtain sensitive information stored on it

